One Health and Care Data Sharing FAQs
Frequently Asked Questions supporting Data Sharing Agreements and the CAG Section 251 application
The below questions have been collated based on feedback gathered during the engagement and rollout of the new Data Sharing Agreement (DSA) to support the One Health and Care (OHC) shared care record (ShCR) programme.
This document will be updated with any further questions or points needing further clarification and will be used to support ongoing engagement covering One Health and Care. 
For any feedback, queries or clarifications, please contact the One Health and Care team at bcicb.ohc-shcrprogramme@nhs.net 
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How do we know who the data controller is? 
Data controllers are clearly listed within the data sharing agreement and will be strictly limited to organisations providing NHS care for local council delivered social care. Any additional organisations looking to onboard will be thoroughly vetted on elements such as Data Security Protection Toolkit (DSPT) compliance, Multi Factor Authentication and Role Based Access Controls. Organisations contributing their data into One Health and Care remain the sole data controllers for their information.	Comment by PILLAR, Emily (NHS BLACK COUNTRY ICB - D2P2L): Please write out fully and put DSPT in brackets
What support is available around AI? What protection is available around AI?
The scoped uses of OHC data do not currently include any provision for the use of AI on OHC data. Any proposal for new projects using OHC data will be vetted for appropriateness via the Information Governance Advisory Board and must declare any intention to apply AI tools to the data.	Comment by PILLAR, Emily (NHS BLACK COUNTRY ICB - D2P2L): Should this just be ‘will be’
Please can we have more information about what data is being shared and how it is protected?
The DSA includes detail on the specific data, however it can be summarised as:
Demographics, Admission/Discharge/Transfer (ADT) information, radiology, medication, adults social care, inpatient admission details, outpatient and referral info, mental health, and Emergency Department (ED) data. This data is sourced from primary care, secondary acute and mental health, West Midlands Ambulance Service (WMAS), Black Country social care providers and others across Staffordshire and Stoke on Trent and Shropshire Telford and Wrekin.	Comment by PILLAR, Emily (NHS BLACK COUNTRY ICB - D2P2L): Write this out fully and put ADT in brackets	Comment by PILLAR, Emily (NHS BLACK COUNTRY ICB - D2P2L): Write this out fully and put ED in brackets - assume it’s Emergency Department
Details on how the data is protected from a cyber security perspective are detailed heavily in the Data Privacy impact Assessment (DPIA) but to summarise, all data is held on UK servers and is not shared for any purpose outside of the provider organisations listed. The data will not be used for research and cannot be accessed by private organisations such as pharmaceutical companies.	Comment by PILLAR, Emily (NHS BLACK COUNTRY ICB - D2P2L): Write this out fully and put DPIA in brackets
Please describe the ICB’s Information Governance Advisory Group’s governance arrangements to protect who accesses the One Health and Care record and approves the intended use of the data being accessed?
The Information Governance Advisory Group (IGAG) is the identified group responsible for the oversight of strong information governance (IG) controls across the OHC platform and providers. IGAG consists of information governance, programme, clinical and operational colleagues drawn from ICB and provider organisations across each of the three ICS areas of OHC. 
The group is open to any representative from providers or ICBs who wishes to be involved in the IG discussions relating to OHC delivery. The group oversees compliance with various processes such as onboarding of new partners and data feeds, reviews of requests for direct care and secondary use applications of data, processes and procedures for the management of OHC locally, and the audit and assurance process for data quality. IGAG encourages participation from providers and interested parties are encouraged to reach out to their ICB OHC programme lead who can facilitate invites to the meeting.
What happens if I don’t sign the agreement?
The One Health and Care (OHC) Programme can only move forward if all data controllers sign the Data Sharing Agreements (DSAs). This is a requirement for securing the s251 approval. If even one organisation chooses not to sign, the approval cannot be granted, and the ICB Executive will need to review the situation and decide on next steps.
To support every practice in making an informed decision, we are providing webinars where you can build your understanding and ask questions, as well as a dedicated email address for specific queries.  Almost half of practices have already signed (80 practices, 47% as at 14th January 2026), and our aim is to ensure everyone has the clarity and confidence to do the same.
In the worst-case scenario, and note not yet agreed, any organisation that does not sign the agreement will be removed from participation with the OHC programme. This means losing access to key functionality such as viewing patient information from recent admissions, direct care dashboards, utilisation data, and population health insights. It would also mean that GP‑sourced information from that practice would no longer be available to other care settings, which would naturally affect the continuity and quality of care patients receive elsewhere.   
What do the agreements cover? 
The data sharing framework agreement is to replace the existing data sharing agreement you have already signed for direct care. This allows partners across three ICS’s access to data to provide patients wholistic care, but also update it in line with changes in the way the programme operates, allowing the ICB as a ‘coordinating partner’ to onboard new partners and carry out all the due diligence checks on behalf of other partners. It also introduces the ability to use the shared care record data in an anonymised way (this process of anonymisation is carried out by Graphnet as a processor), to allow partners to conduct population health analysis activities. 
The current use cases that have been included within the OHC data sharing agreement and s251 application are:
· Direct Care – for organisations to utilise OHC for the direct care of patients within their care and dictates a framework by which responsibility is defined for all parties.
· Secondary Use – this would enable organisations to solely utilise OHC data for non-direct care purposes and the current application included to specific use cases:
· Population Health Management, which is a strategy aimed at improving the health outcomes of a defined group of individuals through enhanced care coordination and patient engagement.
· Planning and Service Improvement, which utilises pseudonymised or anonymised data for the purposes of planning and service improvement across the three ICS areas, through the structured process of identifying, designing and implementing changes to enhance the quality, efficiency and effectiveness of a service

What needs to be in place to allow data to be shared for Population Health Management (PHM)?
You as a partner need to sign the DSA to agree that the controls around the data are permitted for secondary use as well as having an approved Confidentiality Advisory Group (CAG) application giving OHC section 251 to use the data you have provided for care purposes and anonymise it. All partners need to sign the agreement and have the CAG approved before any data can be shared for secondary use. 
What is the section 251 for and what does it cover? 
There will be a CAG application to cover legal requirement to have a legal gateway under section 251 of the NHS Act 2006 to cover the common law requirement for Graphnet to access the identifiable data to anonymise it on behalf of all partners. This will create an anonymised data mart, for which access is governed by requests to the OHC IGAG.
The application covers the data within OHC being used for PHM activities only. It does not cover research. It does not include linkage with other data sets. No data will be permitted to be used until this legal gateway is granted and agreements have been signed; the application is with CAG for consideration. 
How will opt outs and objections be managed?	Comment by PILLAR, Emily (NHS BLACK COUNTRY ICB - D2P2L): Some of the information in this needs to be combined with the same Q on page 2
Patients will be directed to the OHC programme at the ICB to act as the central point of contact for opt outs and objections. The team is best equipped to advise patients on details around the purpose of OHC, with colleagues at BSOL report the vast majority of those who contact for the purpose of an opt out or objection subsequently change their mind once they have the concept of a ShCR explained. The ICB will contact practices directly to apply any opt outs that patients still wish to apply as the coding can only be done at the primary care source system using a Shared Care Record specific opt out code. If a patient has a national opt out registered, their data will automatically be excluded from OHC Population Health Management (PHM) and no local opt out codes would need to be added. 
What will patients be told?
A refreshed campaign for communication has been planned by the ICB. Links to the below schemes detail what patients are being told about how their data is being used in connection with the shared care records program and how this extends to PHM.
One Health and Care: Fair processing notice :: Black Country ICS
What do I need to do?
As well as signing the agreement, you will need to ensure up to date information is provided to patients with regards to the above. The programme has drafted communications material to which you can signpost from your website. You will also be required to record any registered opt outs. 
What about research? 
The current proposals do not include uses for research, nor does the shared Data Sharing Agreement allow for the inclusion of any research activities. Any research activities would require additional Data Sharing Agreements and Data Privacy Impact Assessments be completed, work that is not currently planned or projected. 
What about Integrated Neighbourhood Teams (INT)?
The governance around INTs is not included in this approach and it is not included in the materials going out to patients i.e. INT data sharing requirements are not covered by this s251 and data sharing agreement.
What is my liability?
Each data controller retains responsibility for the integrity of their data and the appropriate use of the system by their staff. The robust governance and oversight by the OHC Information Governance Advisory Group (IGAG) will ensure the IG framework is being utilised appropriately across the One Health and Care footprint, with regular reporting into each ICS and ICB Digital Board.  This does not transfer liability, and each partner will be responsible for their own acts or omissions, as is the case in the existing arrangements. If any organisation wishes for further information about liability, it is advised they seek their own legal advice, as this sits outside of the information governance remit.  	Comment by PILLAR, Emily (NHS BLACK COUNTRY ICB - D2P2L): Mike flagged this as needing a reword
Why am I being asked to sign the documents when the s251 is not yet in place?
The updated Data Sharing Agreement and associated direct care Data Privacy Impact Assessment have been updated to provide clearer controls and governance around the use and sharing of patient data, and to include additional provider organisations who were not in scope of the initial agreements. These documents provide more structure than the versions in use since the initial deployment of the OHC platform. Provisional approval has been provided by the Confidentiality Advisory Group on the OHC section 251 application submitted at the end of 2025. The submission of the section 251 concurrent to the release of the DSA and secondary use DPIA allows us to demonstrate to the Confidentiality Advisory Group the level of detail of our documentation to enable their informed decision making. No secondary uses of data will be initiated until all providers have returned their DSA.
With potentially 600 organisations putting information into GP records, who is responsible if incorrect data is input and what assurance is that there regarding how any wrong data is corrected?
A SOP has been developed to enable any identified incorrect data to be rectified. Users who have identified an error or discrepancy are directed to raise this issue via the service desk who will contact the appropriate organisation to advise them of the issue identified. The service desk will coordinate the reconciliation of any inaccurate data, including Graphnet in cases where large volumes of data are incorrect and require bulk resolution. All issues logged via the service desk are auditable and include when an issue was raised and resolved, and who was involved at each step.
What happens if the One Health and Care record is hacked -where does the liability for any data breaches sit?
The One Health and Care record system uses a cloud-based system, CareCentric, supplied by a commercial supplier named Graphnet using UK-based Microsoft servers. Liability for any unauthorised access or extraction of data is dependent on the specific nature of the event, and a thorough investigation would be undertaken to understand how the data was accessed. The contracts held between the NHS and Graphnet, and between Graphnet and Microsoft, include extensive detail on cybersecurity requirements. In the event of a technical attack on either the Graphnet or Microsoft infrastructure, liability would sit with any party who has fallen short in their delivery of a service against the cybersecurity and other technical requirements within service contracts. 



