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Children and Families Division 
Birmingham Community Healthcare 
NHS Foundation Trust
1st Floor, Old Hall
Moseley Hall Hospital
Alcester  Road
Birmingham
B13 8JL

email: stephen.rawlings@nhs.net 


Local Medical Councils and ICBs










21/09/2023


Dear colleagues

Changes to the process for electronic transfer of immunisation results from West Midlands General Practices to the Child Health Information Service (CHIS).


Background
CHIS is commissioned by NHS England to maintain a dataset of all children and young people’s demographic and health information including immunisations, screening events and development exams.  This is used to support delivery of local health services (including reminders and scheduling of GP immunisation appointments and development exams).

West Midlands CHIS is provided by Birmingham Community Healthcare NHS Foundation Trust (BCHC) in partnership with Midlands Partnership University NHS Foundation Trust and South Warwickshire University NHS Foundation Trust.  

The majority of West Midlands General Practices currently share childhood immunisation data with CHIS through the InHealth Intelligence data extraction service commissioned by the CHIS.  While this current solution has worked well many GPs have feedback on improvements they would like to see made to the extraction process and we have used this feedback to identify an improved extraction solution.

From December 1st 2023 CHIS will be offering all West Midlands GPs access to its improved data extraction service Apollo SQL supplied by Magentus Data Management Services at no cost to practices.


About the Apollo SQL data extraction solution offered by West Midlands CHIS

The Apollo SQL data extraction solution uses NHS Digital approved technology to enable GPs to share defined data from their clinical systems through a daily extraction process which is secure and fully automated.

The extraction process from GP clinical system to CHIS is illustrated below:
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Apollo SQL is used by GPs across the UK to securely share specified data with customers including:RCGP/University of Surrey – Disease Monitoring >4m records twice weekly
· Northern Ireland flu surveillance and Diabetic Eye Screening Programme – All 330 practices in Northern Ireland daily extracts covering 1.9m patients
· North West London Collaboration – Integrated Care Programme or WISC (2m+ records)
· North East CSU – Risk Stratification Projects across London and other ICB areas.
· North West eHealth –Patient Recruitment and Clinical Research (Salford Lung Study)
· Outcomes Based Healthcare (OBH) – Monthly data extracts to support Population Health Management initiatives including population segmentation as well as outcome and HealthSpan® measurement.
· NHS England – GP Access and Appointment Tool
· NHS Digital – QoF Assessment

BCHC are offering to provide Apollo SQL at no cost to practices to support automated daily provision to CHIS of:
· Childhood immunisations
· 6 to 8 week medical exams

BCHC has carried out a full Data Protection Impact Assessment (DPIA) which is attached below, and we are assured that the provision of this data to CHIS via Apollo SQL is secure and fully complies with all relevant IG standards and legislation.

Before we directly offer this solution to any practice we are engaging with ICBs and LMCs to seek their approval and support to proceed with roll out including:

· IG approval for the proposed extraction process
· GP IT support with access for practices software installations (subject to the necessary approvals).

Once ICBs and LMCs have approved roll out then GPs will be able to register to use Apollo extraction service.


How practices consent to set up the Apollo SQL data extractions for CHIS

To consent to the processing and sharing of the specified data using Apollo SQL Practices will need to review and sign the GP Practice Extraction Agreement through a DocuSign link (Example Docusign Link).

GPs have full control over the extractions and can discontinue these at any time.

If you have any queries or would like to discuss any aspect of the new process your local CHIS Hub Manager will be happy to help.





Mobilisation plan

The high level actions we will be taking to mobilise Apollo SQL extractions of immunisations and 6 to 8 weeks exams are shown below:

	ID
	Action

	1
	Information Governance sign off

	2
	Practice configuration complete

	3
	Backend configuration complete

	4
	Piloting with test practices complete and signed off

	5
	BAU - all GPs are set up and providing extracts for daily CHIS updates & validations



We look forward to working closely with you as we implement this important improvement to the current process for electronic transfers of immunisation data.












Yours sincerely
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Stephen Rawlings
Group Manager of Support Services 
BCHC Children and Families Division













Attachments


	Number
	Description
	Attachment

	1.
	BCHC DPIA completed by DPO
	


	2.
	IM1 Factsheet
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Data Protection Impact Assessment

This document must be completed for any new project/initiative/process or change in current process within the Trust which will
involve processing of data which is likely to result in a high risk to rights and freedoms of individuals. This form should be completed
prior to the processing of any data.

Data Protection Impact Assessments are a mandatory requirement under the Regulation (EU) 2016/679 (General Data Protection
Regulation) and of the Data Security and Protection (DSP) Toolkit. These assessments are designed to ensure that security and
confidentiality of personal identifiable data is maintained during any new process or change in process and that appropriate controls
are in place.

Please complete the following sections in as much detail as possible and contact the Trust's Data Protection Officer for further

guidance or assistance in completing the sections. The right-hand column provides guidance as to how the question should be
completed.

VERSION CONTROL

This section identifies the original DPIA, its author, any intended DPIA review dates and completion dates for any review.

Version number Author Date completed
0.1 Rob Neill 01/12/2022
0.2 Rob Neill 08/12/2022
0.3 Rob Neill 28/03/2023
0.4 Rob Neill 10/05/2023
0.5 Rob Neill 11/05/2023






B. Key Information

This section identifies the project manager and the owner of the DPIA (who may not be the same individuals).

a. Project name

CHIS GP EXTRACTION

Project Title

b. Project manager

Stephen Rawlings

Project lead — may complete the
DPIA

c. Information Asset Owner and
contact details

Stephen Rawlings

Information Asset Owner will
approve the DPIA

C. Summary overview of project and data protection implications

This section provides an overview of the project, the nature of the personal data being proposed for processing and what summary protections

are in place

a. High level description of
initiative / project

The West Midlands Child Health Information Service (CHIS)
receives patient data from GPs in relation to childhood
vaccinations and 6-8 week exams. CHIS uses this data to meet its
contractual responsibilities as specified by NHS England (NHSE)
including booking appointments for childhood vaccinations and
exams on behalf of GPs.

This initiative provides GPs with a fully automated way of providing
this data to CHIS in a timely and secure manner at no charge to
the practice.

Insert brief summary details of what
the project is for. Why is it necessary
to process personal data to achieve
the project’s outcomes? Will it
involve large scale processing?

b. Summary of personal data
which will be involved

The data provided by the GP to CHIS is basic demographic data
including NHS Number of children (0-19 years old) registered to

Insert a brief summary of the nature
of the personal data being
processed eg. Healthcare data?






each GP, and data on the vaccinations and 6-week medical exams
offered or provided to these children.

Child data? Criminal record data?
Biometric data?

How will the risks to the data
subject be mitigated/managed?

GPs will be the controllers of the Data Processing service
providing the data above on their behalf. The data processing
service has been subjected to rigorous security / DPIA
Assessments and uses an extraction method (IM1) approved by
NHS Digital.

Eg. Is the data anonymised /
pseudonymised? If so, briefly
summarise measures in place.

Are there any other
organisations involved, and are
they a data controller /
processor?

The organisations involved are:
GPs (Data Controllers, Source Data).

Magentus (supplier of Apollo SQL data extraction software) (Data
Processor)

System C (Data Processor)

Birmingham Community Healthcare NHS Foundation Trust, BCHC
(Data Controller — CHIS Data)

Midlands Partnership NHS Foundation Trust (Data Processor)

South Warwickshire NHS Foundation Trust (Data Processor)

Confirm identity of any third parties
involved, and their data protection
status (sole controller / joint
controller / processor)

Timeframe for the project and
DPIA review

The processing is required to meet requirements of the CHIS
contract with NHSE (Duration 7 to 9 years)

How long is it anticipated the
processing will last for? Does it have
a defined timespan or is it “ongoing”
or “indefinite”? When should the
DPIA be reviewed? If ongoing,
review should happen after 3 years.

How will the data subjects be
made aware of the intended
processing?

Each Data Controller (BCHC and each GP) will be responsible for
ensuring that their Privacy Notice is accurate and up to date.

Example text to include in a Privacy Notice could read...

Birmingham Community Healthcare NHS Foundation Trust is
responsible for providing the Child Health Information System

Eg. Updated privacy notice? Solely
for Trust or will third party need to
update their privacy notice?






(CHIS) in the West Midlands. The CHIS ensures that children

receive appointments at the correct age for screening programmes

and Childhood Immunisations. The CHIS relies on each GP
providing relevant data to BCHC so that vaccinations can be

offered in a timely manner. To find out more information about the

CHIS please visit BCHC’s website.

For further information about how we (BCHC and GPs) process

your personal information securely and confidentially and about the
data rights of an individual please read each organisation’s Privacy

Notice.

In terms of BCHC'’s Privacy Notice to Patients, CHIS is already
referred to.

D. Full detailed DPIA

This section requires you to complete the full DPIA providing full information about the required data, the data flows, the legal basis, subjects’
rights and risks with mitigation.

U

Data context

Describe here the context of the
processing — what is the
underlying issue that the data
processing is designed to
address?

CHIS is contracted by NHSE to maintain a record of core
child health information for ages 0-19 years in the West
Midlands. This includes requirement to receive data from GPs
on children’s vaccinations offered and given by practices and
6-8 week medical exams completed by practices.

Insert a full description of the background
to the project and the relevance of any
personal data to the project.

2,

What is/are the purpose(s) of the
processing?

1. Meeting NHSE contract requirements for CHIS to receive
automated electronic vaccination outcomes and 6 to 8
week exam outcomes from GPs

Please specify exactly in list form what the
purpose of the processing is — there may
be more than one purpose eq. Direct care;
planning of system care; research






2. Provision of daily vaccination results to CHIS to enable
them to fulfil contractual requirement to schedule
children’s pre-school vaccination appointments with GPs.

3. Provision of 6-8 week exam outcomes to CHIS to enable
them to fulfil contractual requirement to schedule
children’s 6 to 8 week exam appointments with GPs.

4. Providing accurate quarterly reports to UKHSA on
vaccination COVER in the west midlands.

Could this project be
undertaken (or the same
outcome achieved) without
using personal data?

No. This is because this data is required to enable CHIS to
book vaccination appointments for children patient identifiable
information is required.

It is also required to meet the contract requirement to
maintain a record of core health events for all 0-19 year olds.
This CHIS data set has a number of purposes including
making information available to local health service providers
to enable them to ensure children have received all the
assessments, screenings and vaccinations for which they are
eligible.

This question is designed to ask you to
explain in detail why it is necessary to
process personal data as part of the
project. If it is possible to proceed without
using personal data, please explain why it
is still necessary to use personal data.

What are the possible
consequences for a data subject
if there is a failure to provide the
requested personal data?

If the data is not received in a timely way this could result in
children not receiving the vaccinations and assessment, they
require.

It could also contribute to a risk of over vaccination of some
children if results are not received daily because this could
result in CHIS scheduling unnecessary vaccination
appointments.

This question is asking what are the
impacts for an individual if the required
personal data is not provided.

What is the scale and scope of
the data processing being
undertaken?

There are approx. 1,400,000 0-19 year olds registered to
West Midlands GPs.

GPs have complete control over all processing undertaken.

[Scale] Please confirm if it is large scale
processing, giving an estimate of the
number of individuals affected. If not
possible, please explain why not.






The Apollo data extraction solution to which this DPIA
applies, uses NHSE approved IM1 bulk data extractions from
practice systems.

The initial bulk extraction uses automated Apollo software on
the GP’s local network to run a daily IM1 extract which
securely transfers a comprehensive structured data set
(including all patients not opted out) to secure storage within
the GP practice, or an alternative secure storage location
approved by the GP. This ‘complete’ extracted data set
remains under the control of the GP and is not interrogatable
by CHIS or its subcontractors unless directed to do so by the
GP as data controller.

Automated Apollo software on the GP network then runs a
daily query which extracts the agreed data set of registered 0-
19 year olds vaccination and 6-8 week exam data and
transfers this securely to the CHIS system (CarePlus).

[Scope] Are just adult patients affected?
Or does the processing also affect
children / any vulnerable groups. Please
provide detail.

6.

What will be the effects of the
processing?

The processing ensures that children and young people
receive the exams and vaccinations for which they are
eligible.

What outcomes will be achieved by the
processing?

(1)} Data Flows and Protective Measures

7.

How is the processing
undertaken?

Apollo extracts key clinical data out of hours on a daily basis.
Apollo has developed the technology to read data from all of
the major GP systems by use of system specific plug-ins to its
Apollo’s Data Extraction and Reporting Services (SQL Suite)
data engine that can read any of the below formats. SQL Suite
always remains under GP practice control, meaning Apollo do
not have direct access to the data held within the system.
There are currently three GP clinical system suppliers available

Insert a functional detailed description of
the processing operation- how is the
data flowing from A to B — by what
technical means is this being achieved
and via whom?

Please insert here any diagrams setting
out the data flows.






in the UK marketplace: Cegedim (formally In Practice/ Vision),
The Phoenix Partnership (TPP) and EMIS. Each supplier has
their own bespoke interface for supplying bulk data. The result
is that queries can be written in such a way that the generated
output is in an identical format for these quite disparate
systems. Outputs from Apollo’s SQL Suite can be in a variety
of formats such as tablature, graphical, CSV and XML. The
outputs of locally created reports will remain local and be
viewable only by practice staff.

Apallo Data Reperting Boundaries

s

From time-to-time it may be necessary for Apollo to access an
installation location directly. For example, to resolve or
investigate a fault or perform a new ‘greenfield’ installation. In
order to mitigate any risk associated with onsite access remote
assistance is always initiated and overseen by the data
controller. By default, Apollo use [Away From My Desk]

Please complete the table at Appendix
B. This table sets out the intended data
flows and protective measures.






(AFMD) remote assistance software, however Apollo can
accommodate other methods off access should the GP IT
Services have a preferred solution already in place.

Once received at the System C endpoint, the Apollo configured
servers, within the System C data centre, will decrypt the files.
The CarePlus Servers will periodically poll the Apollo Servers
to retrieve, via SFTP, any new files that have been processed
by Apollo. These files will then be processed by the CarePlus
Application.

. Will the project include a

systematic and extensive
evaluation of personal aspects
relating to natural persons which
is based on automated
processing, including profiling?

Apollo’s architecture design model uses a lightweight non-
intrusive data reporting software and services. This
architecture includes:

e Scheduling: Allowing the software to be controlled and
managed centrally by Apollo’s operational teams. Typically,
Apollo’s software is scheduled to run out of hours.

e Data Management: Allowing data to be downloaded and
maintained on a daily basis. Components interface with the
principal supplier to download and store a usable reporting
dataset.

¢ Clinical Search: Allowing a subset of data to be extracted
from the raw data that provides an output meeting a
consumer’s requirements.

e Secure Data Transfer: Allowing data to be moved locally or
transferred securely point to point form the extraction
location to a pre-defined and agreed endpoint.

Once received at the System C endpoint we have automated
processes in place which will:

¢ Move the files from the Apollo Server to the CarePlus
Server

Insert a description of how the data is
being processed. Is it being processed
using automated systems (Al), if so, give
an overview of how these systems work
and algorithm used — eg. A recruitment
aptitude test using pre-programmed
algorithms and criteria?






e Process the file to enable it to be ingested on the customer
system

9.

Does the project involve new or
inherently privacy invasive
technologies?

Yes, to the extent of the extracted data only. The data Apollo
manages on behalf of the GP practices is voluminous and
although the specifics of each dataset differ between suppliers
Apollo provide the following high-level classifications for the
managed data:

. Demographic data
. Consultation Data
. Event Data

. Prescription Data

. Referral Data.

. Immunisation Data
. Appointment Data.

NOoO AR~ WN -

Apollo utilise the Bulk IM1 API provided under GP IT Futures in
their software. Although limitations can be put on the data set,
this would limit the use and purpose of the Apollo Software in
that it is a way of GP Practices being able to partake in multiple
local and national projects where more than CHIS data would
be required. An example of these are as follows:

e RCGP/University of Surrey — Disease Monitoring >4m
records twice weekly

e Northern Ireland flu surveillance and Diabetic Eye
Screening Programme — All 330 practices in Northern
Ireland daily extracts covering 1.9m patients

o North West London Collaboration — Integrated Care
Programme or WISC (2m+ records)

e North East CSU — Risk Stratification Projects across
London and other ICB areas.

Are there any new technologies which
may have an adverse impact on
people’s privacy rights eg. CCTV /
biometric identification systems;
processing which involves tracking an
individual’s geolocation or behaviour,
including but not limited to the online
environment






o North West eHealth —Patient Recruitment and Clinical
Research (Salford Lung Study)

e Outcomes Based Healthcare (OBH) — Monthly data
extracts to support Population Health Management
initiatives including population segmentation as well as
outcome and HealthSpan® measurement.

e NHS England — GP Access and Appointment Tool

o NHS Digital — QoF Assessment

10. Where will the data be stored?
Is any of this off-site or on
(re)movable devices?

After extraction, the data is left with the Data Controller (GP) at
the Controller designated storage location within the Practice
or an alternative secure storage location approved by the
Practice.

IM1 data is under the control of GP, including the ability to
switch it off and on as well.

Note - IM1 data can be stored in a secure external site (usually
Amazon Web Services) provided by Apollo, where GP and ICB
have requested this and confirmed that this is the most secure
and appropriate method for managing the IM1 extract.

System C will store the data shared with CHIS by the GP (i.e.
childhood immunisations and 6-week development checks), in
an approved data centre i.e. on premise. This data is stored on
the CarePlus server and the configured Apollo server within the
System C data centre.

Daily backups are taken:
o Disk based backups within the primary data centre

¢ Tape media backups which are located at a secure offsite
facility

Eg. Is it planned that the data is stored
in the cloud? Or is it an on-premise
solution? Third party servers at a
separate data centre?






Skip to question 14 if the supplier has completed a BCHC security assessment questionnaire.

11. Are there any privacy enhancing
technologies in place where
data is at rest?

Besides those already in place independently at the individual
primary care GP Practices.

Apollo’s SQL Suite software has been accredited by NHSE
(previously NHS Digital) and every principal supplier as part of
interface (IM1) integration and through GP IT Futures. Further
accreditations have been obtained directly with the principal
suppliers for integration with their respective commercial
interfaces.

Apollo are ISO 27001 certified for Information Security
Management.

Apollo complete an annual DSP Toolkit submission in line with
NHS-D governance requirements.

Apollo ensure PEN testing is carried out on key areas of our
solution on a yearly basis.

Cyber Essentials Plus at Group level.

System C is fully compliant with:
Cyber Essentials Plus Certification
ISO 27001

ISO 9001

ISO 27018

System C complete an annual DSP Toolkit submission in line
with NHSE governance requirements. Previous assessment
shows “Standards Exceeded”

System C carries out annual pen testing on their systems.

What technical measures does the Trust
or third-party use to protect data?
Encryption? Physical protections?
Firewalls and malware protection?

Provide IT security or System Level
Security Policy (SLSP) document from
third party if available.






12. How will data be transferred?

13. What secure arrangements are
in place for transfer/are there
any privacy enhancing
technologies in place where
data is being transferred?

The transfer of data to a local GP location or to external pre-
defined agreed endpoint is done electronically. SQL Suite
provides hashing and encryption functionality at a data level,
which is applied at the point of extraction. When data required
transfer to external pre-agreed endpoint and therefore leaves
the extraction location, payloads are secured using AES and
RSA encryptions before being sent over a secured transport
channel such as SFTP. To ensure data security is maintained
at project level, Apollo generate encryption keys on a project-
by-project basis which effectively ring fences the data provided
for each consumer.

For the purposes of this project, data will be sent, via SFTP, to
the Apollo Servers which are configured within the System C
data centre. The CarePlus Servers, which are also in the
System C data centre, will pole the Apollo Servers to retrieve,
via SFTP, any new files that have been processed by Apollo.

In order for data to be fed into the Apollo SQLSuite database,
the IM1 feed from the clinical suppliers needs to be invoked.
For EMIS and Vision, Bulk IM1 data is made available on an
SFTP store which is poled by the Apollo Software. When data
becomes available, it is securely transferred from EMIS directly
to the Practice Domain area. Access to the SFTP store is
gained by using a unique set of keys determined by both
Apollo and EMIS and meets the standards set out by NHSE via
the GPSoC/GP IT Futures standards. The technology used for
such transfers is also accredited by both the clinical system
supplier and NHS Digital by reviews of Supplier Conformance
Assessment List (SCAL) documentation, witness testing and
end to end testing.

TPP IM1 data transfer is slightly different in that the GP
Practice will invoke the service via their own system as
Strategic Reporting has been designated as the Bulk IM1 data

How is the data to be transferred? If
electronic, what technical protocols are
in place to protect the data? Are these
up to date?






route. In this case data is pushed back to the GP Practice by
TPP and then picked up by the Apollo SQLSuite once it arrives
at the GP Practice domain.

For Cegedim (Vision) there are two routes for data, for the IM1
data feed, the process is the same as for EMIS however whilst
we await the IM1 data feed to become live in some areas, a
commercial route is used where Vision allow the Apollo
SQLSuite software to be installed directly on their servers
against a mirrored database for each practice. Data is
extracted at source and sent to the designated endpoint
directly from the Vision servers negating the need to install
software at the GP Practice. This process has also undergone
SCAL review, witness testing and end to end testing and is
accredited through NHS Digital and the clinical supplier.

14. What measures are in place to
ensure that only adequate,
relevant and necessary data
processed for the project?

Initial extraction from integration with the GP’s patient
management system (eg. EMIS, SystmOne etc...) is via
generic systematic bulk dump locally into the GP’s systems.
Thereafter, adequate relevant and necessary data is hand
picked from this dump for actual use locally at the practice or to
be transferred to pre-agreed endpoint. As the data controller,
GP Practices must provide consent for this extract to be made
available to each consumer and data processing and extraction
agreements have been prepared. They will be shared
accordingly, for example via the Information Sharing Gateway
(ISG).

The data included in the extract specification is to support the
CHIS provider in the delivery of the CHIS specification.

A specification is agreed which defines the fields used for the
purpose of the extract.

A query is developed, based on an agreed specification
(childhood immunisations and 6-week development checks),

Please explain how the data identified
for processing is the minimum
necessary required to achieve the
purpose.






which is then installed to ensure only the necessary data is
extracted for processing.

15.

Will the data be kept up to date
— is the data being used a one-
time extract from existing

systems, or is it a live system?

[Yes] Live system
[Yes] Single extract
[Yes] Updating extracts at [frequency]

Data is extracted from live system on daily basis and out of
hours for use from the day after, which makes it 24hours late.
There is a delay, but it is sufficient for the project and the data
is persisted by Deltas from foundations suppliers.

Please confirm if the data processing is
one time only or being provided on an
ongoing basis / at intervals.

16.

17.

18.

What are the retention periods
for this data and are these
documented?

Will any data be destroyed
before the project is over?

What will happen to the data at
the termination of the project?

Live system so not retained. Only for the life of the projects that
the GP Practice is involved in. Database would be deleted,
feed switched off by GP Practice.

Once the data has been ingested into CarePlus, the files will
be purged after a mutually agreed and accepted period of time

Records will be kept in accordance with the Trust’'s Records
Management Policy and the NHS Records Management Code
of Practice

No

On expiry of the contractual service, the Apollo servers will be
decommissioned. Any data that is stored on the served will be
destroyed. All files for the interface will be removed form the
system

Please confirm the retention period for
BCHC and any third parties and any
applicable Code of Practice which
provides the source of the retention
period.

Please confirm whether data will be
returned to the Trust at the end of the
contract or whether it will be retained or
destroyed by the third party, and if so,
on what basis.






(1)  ABOUT THE DATA BEING PROCESSED

19. Whose data is
being processed?

e Patient

20. What is the data
being processed?

WARNING: You
should be able to
justify why you need
each kind of data in
order to achieve or
enhance the
outcome.

Field Position Data Item Comment

1 NHS Number Will be used to l.Jniquer identify a child —
NHS Number without spaces

2 Surname Used for Identification purposes only

3 Forename Used for Identification purposes only

4 Date of Birth Will be used to uniquely identify a child

5 Address Line 1 Used for Identification purposes only

6 Person Giving Consent

7 GP Ethnicity codes to be National A-Z

Ethnicity Codes as used by the Child Health

department

8 Date Attended dd/mm/yyyy format

9 Time Attended hh:mm format

10 Venue Type Default to CL if not available

11 Default to Child’s Treatment Centre - if not

Venue Code ,

available

12 Staff Type Default to GP - if not available

13 Staff Code Default.to GP code (Head of Practice) - if
not available

14 Attended Y (will always be Y as DNA’s will not be
recorded on GP system)

15 Reason Not Attended ? Available

Insert a
description and /
or select from
the list.






16

Suspension End Date

dd/mm/yyyy format

17 READ / SNOMED / Local Codes (System
Vaccine 1 C will map these to the vaccine codes
used on CarePlus) —
18 System C will derive these from the
Dose 1 Vaccine Read / SNOMED Codes — see
mapping table below
19 Reason Not Given 1 Null if not available
20 Site 1 Site of vaccination, coded value
21 Vaccine Manufacture for Vaccine 1, free
Manufacturer 1
text
22 Batch No 1 As recorded on GP system
23 READ / SNOMED / Local Codes (System
Vaccine 2 C will map these to the vaccine codes
used on CarePlus) —
24 System C will derive these from the
Dose 2 .
Vaccine Read Codes —
25 Reason Not Given 2 Null if not available
26 Site 2 Site of vaccination, coded value
27 Vaccine Manufacture for Vaccine 1, free
Manufacturer 2
text
28 Batch No 2 As recorded on GP system

Repeating Vaccine groups for a maximum of 15

101

Vaccine 15

READ / SNOMED / Local Codes (System
C will map these to the vaccine codes
used on CarePlus)






102 Dose 15 System C will derive these from the
Vaccine Read Codes

103 Reason Not Given 15 Null if not available

104 Site 15 Site of vaccination, coded value

105 Vaccine Manufacture for Vaccine 1, free

Manufacturer 15

text

106 Batch No 15 As recorded on GP system

6 to 8 week GP medical exams

1 READ / SNOMED / Local Codes (System
6 to 8 week exam Code C will map these to the exam codes used
on CarePlus)
2 Appointment date dd/mm/yyyy format
3 Time Attended hh:mm format
4 Given / Not Given Y/N
5 Reason not given Null if not available
6 READ / SNOMED / Local Codes (System
Test 1 Code C will map these to the exam codes used
on CarePlus)
7 READ / SNOMED / Local Codes (System
Test 1 result code C will map these to the exam codes used
on CarePlus)
8 READ / SNOMED / Local Codes (System
Test 2 Code C will map these to the exam codes used
on CarePlus)
9 READ / SNOMED / Local Codes (System
Test 2 result code C will map these to the exam codes used
on CarePlus)






Repeating test codes for
6-8 week exam

21. Is there any
special category
personal data
being processed?

WARNING: You
should be able to
justify why you need
each kind of data in
order to achieve or
enhance the
outcome. NB if you
are sharing full
records history of a
patient all of these
categories may be
engaged.

Racial or ethnic origin

Data Concerning Health

Insert a
description and /
or select from
the list

22. Are there any
other sensitivities

No

Does it address,
for instance,

financial or
_abOUt th_e ) immigration
information being matters?
processed?
23. What is the A copy or a report of live data held within the GP’s Electronic Patient Record. If existing
source of the records, does
the project

data?

involve using
that data in a
way which is
different to that
for which the
data was






originally
obtained?
Please confirm
and state how it
differs.

If a newly
collected data
set, from whom
is the data
collected — the
patient/staff
member
concerned,
other systems
or external
organisations?

24. Does the No - There are no new data linkages. This question
project/process applies where
: Ive new data may be
IPVO drawn from
linkage of historical or
personal data scientific
with data in other soltlJrcct?s in oltfher
collections, or coflections.

. the data is
Slgmflcar]t linked, please
changes in data set out how the
linkages? data sets are
connected.
25. How is the The CHIS system supplier, System C, receives the agreed extract data which is ingested into the | Please set out

system to be
monitored to
ensure the

accuracy and

CHIS system CarePlus. The system has an automated validation process where an exception
report is produced for any data that hasn’t been automatically loaded onto the CarePlus system.
The exception report provides the user with the reason as to why the data has not been
automatically loaded and allows a CHIS user to review and manually process. A secondary

measures which
confirm how any
inaccuracies will
be identified and
rectified?






data quality of the
personal data

being processed? | process.

or queries.

from the Suppliers.

exception report is also produced which identifies data that has been auto loaded but identifies that
there are possible data quality issues. Again, this allows for CHIS users to review and manually

CHIS will liaise with GPs and system suppliers to investigate and resolve any validation exceptions

Apollo — direct output from the GP System from the Foundation Supplier. Clinical safety assurance

(Iv)

TRANSFER, DATA SHARING AND EXTERNAL INVOLVEMENT IN THE PROJECT

26. Will any data processors handle this data

on behalf of the Trust? Please confirm
whom.

System C and Apollo.

'processor' means a natural or legal
person, public authority, agency or other
body which processes personal data on
behalf of the controller (the Trust) — as per
Article 28 GDPR. If data is being provided
to a third party who is a controller and not
a processor, please move to question 28.

27.

Has an information security assessment
been undertaken on the data processor?

Yes

The prospective processor will need to
have completed this as part of the DPIA
screening process. The assessment
outcome should be inserted here as a file.

28.

Is there a data processing agreement in
place with the contractor which
discharges the requirements of Article 28
GDPR? Or does the contract with the
processor contain contractual clauses
which meet the compliance requirements
of the GDPR?

The GP Practice is the Data Controller. Birmingham
Community Healthcare NHS Trust is Data Controller
in respect of data held within CHIS.

Apollo will have a direct agreement with the GP
Practices in relation to an End User Licence
Agreement for the Apollo Software which will be
supported under the Commercial Agreement held
between System C and Apollo. There will also be a
Data Processing Agreement between the GP
Practice and Apollo which allows the SQL Suite

If there is a separate data processing
agreement, please insert here as a file.
Otherwise please confirm that the contract
has been reviewed and contains
appropriate contractual clauses, including
a Schedule of Processing, which meets
the requirements of Article 28 GDPR.






software to be populated with data provided by the
clinical system suppliers for the purposes of carrying
out data extraction for any project they have
provided consent/agreement for.

A secondary document between SystemC (as the
Data Processor) will also be put in place to allow
only the relevant data from the GP Practice to be
extracted for the purposes of the CHIS project. This
document will name Apollo as a Data Sub-Processor
who will undertake this extraction process.

*Note — these ‘may’ be combined into one document.

Commercial contracts which meet the standards of
UK GDPR and Article 28 will be in place between
System C and Apollo.

29.

What third parties are involved in this
data processing activity, if any?

N/A — there is no third-party acting as a sole data
controller / joint data controller.

Does the envisaged processing involve
data passing to a third party acting as a
sole data controller / joint data controller?
If so, please confirm whom.

30.

Has an information security assessment
been undertaken on the third-party data
controller?

N/A — there is no third-party acting as a sole data
controller / joint data controller.

The prospective third-party data controller
will need to have completed this as part of
the DPIA screening process. The
assessment outcome should be inserted
here as a file.

31.

Is there a data sharing agreement in place
with the third-party data controller which
discharges the requirements of Article 26
GDPR? Or does the contract with the data
controller contain contractual clauses
which meet the compliance requirements
of the GDPR?

N/A — there is no third-party acting as a sole data
controller / joint data controller.

If there is a separate data sharing
agreement, please insert here as a file.
Otherwise please confirm that the contract
has been reviewed and contains
appropriate contractual clauses, including
a Schedule of Processing, which meets
the requirements of Article 26 GDPR
concerning joint controllers (or clarifies
where the parties are acting as sole data
controllers).






32.

How will the data subjects be
informed of the processing of
personal data about them?

Each organisation is responsible for ensuring that
their Privacy Notice is up to date and accurate.

This question is asking whose
responsibility will it be to provide privacy
notice information to the data subjects. It
could be either party or both parties were
acting as separate data controllers.

V)

LEGAL COMPLIANCE AND GOVERNANCE

33.

34.

By reference to the legitimising
conditions in Article 6 GDPR, what is the
lawful basis for the purposes of GDPR for
processing the data in question?

Please also insert a description of how
the legal basis is justified — e.g. if consent
is relied upon, how has it been obtained?
If ‘legal obligation’ is relied upon, what is
the source of the legal obligation?

GDPR Article 6 ( e ) — public task. The exercise of
the Trust’s functions within the NHS

The exercise of BCHC'’s functions, to process patient
medical information in order to provide them with
direct care.

Please select the appropriate legal basis
— you may need to select more than one
depending upon the intended processing
purposes. You should also justify why you
have selected that legal basis.

Please note legitimate interests is not
available as a basis for statutory tasks
and responsibilities but may be used for
incidental activities.

If selecting legitimate interests, you should
explain why and how they are not in
conflict with the interests or rights and
freedoms of the subjects of the personal
data.

35.

By reference to the legitimising
conditions in Article 9 UK GDPR (and
Schedule 1 Data Protection Act 2018
where required), what is the lawful basis
for the purposes of GDPR for processing
any special category personal data?

Article 9 conditions:

For special category data GDPR Atrticle 9(2)(h) -
‘...medical diagnosis, the provision of health or
social care or treatment or the management of
health or social care systems...’.

Processing is necessary for the purposes of
preventive or occupational medicine, for the
assessment of the working capacity of the employee,

Under Article 9 GDPR, there are some
further conditions which must be met if
“special category data’”, ie data which is
considered to be more sensitive (see list
below) is to be processed. Please identify
which lawful basis under Article 9 is
identified.

There are 9 conditions for processing data
under Article 9 — see below. (Please note
that 5 of these require you to meet






medical diagnosis, the provision of health or social
care or treatment or the management of health or
social care systems and services

additional conditions set out in the UK
DPA 2018 (Schedule 1). Please seek
further advice from IG who will be able to
clarify if the DPA applies).

(i) racial or ethnic origin;

(ii) political opinions;

(iii) religious or philosophical
beliefs;

(iv) trade union membership;

(v) genetic data;

(vi) biometric data;

(vii) health data;

(viii) data concerning a
person’s sex life;

(ix) or sexual orientation.

36. By reference to common law

confidentiality concepts, what is the
lawful basis for processing personal data,

if any?

Implied consent.

Data which is subject to common law
confidentiality principles includes clinical
records, OH data, payroll information,
safeguarding.

37. Are there any other substantive public
interest conditions for processing the
data under Schedule 1 Part 2 Data

Protection Act 2018.

No.

Schedule 1 Part 2 DPA sets out a number
of other permitted grounds for processing.
Please contact IG for further assistance if
your intended processing does not fit into

any of the above legal bases

38. Are there any Equality Act or Human
Rights Act implications for processing

the data in question?

Article 8 Human Rights Act — Everyone has the right
to respect for private or family life.

However under DPA 2018 the processing is
necessary and in accordance with the law.

Please identify any equality or human
rights implications for your intended
processing. Please contact IG for further
assistance if you are not sure.






39. Where the project is research related, has
HRA or REC approval been given for the
project?

The project is not research related.

This question concerns approval of
projects by the Health Research Authority
or the local Research Ethics Committee of
the Trust. Please skip this question if not
research related.

40. What Codes of Practice or other guidance
has been considered in connection with
this data processing activity?

NHS Records Management Code of Practice 2021.

The GDPR supports any Codes of
Practice being considered which adhere
to the GDPR principles of fair processing.
Eg. Records Management Code of
Practice for Health and Social Care 2016

41. Have any other data protection impact
assessments been undertaken in
connection with similar projects, whether
by the Trust or others?

No.

Please identify and provide any other
relevant DPIAs eg. Where the processing
involves an alternative use of a system
which has been previously assessed.

(V1)

THE PROPORTIONALITY AND NECESSITY OF PROCESSING

42. What are the potential benefits to data
subjects of undertaking the processing?
Are these at the individual/specific level,
or generally for all Trust staff/service
users, etc.

Subjects benefit from the process helping to ensure
they receive the vaccinations and exams for which
they are eligible.

Please set out benefits to data subjects of
processing.

43. What are the potential benefits to the
Trust of undertaking this processing?

This allows the Trust to continue to comply with the
requirements of the CHIS contract.

Please set out benefits to Trust of
processing.






44,

What are the potential benefits to any
third parties of undertaking this
processing?

The processors System C are subcontracted and
funded by BCHC to provide the CHIS system
CarePlus.

Apollo are subcontracted and funded by System C to
provide automated data extracts from GPs.

Please set out benefits to any other data
controller / processor of undertaking this
processing.

45.

Could the same benefits be achieved
without processing personal data (or by
processing less personal data), and if so
to what degree?

Personal data is essential to achieve the benefits
required.

Why is the level of personal data required
for processing necessary to achieve the
stated benefits, and could those benefits
be achieved using less data. If not, why
not.

46.

Is the data processing here likely to go
beyond the expectations of data subjects
in terms of how their data will be handled
by data subjects, or could it cause
distress or damage to data subjects?

No.

This question is asking whether the
proposed processing would be beyond the
scope of reasonable expectations for the
use of this data — if yes, you will need to
explain why this is necessary to achieve
the benefits of the processing.

47.

Would it be possible for the Trust to use
pseudonymised personal data for any
element of the processing? If Yes, please
specify the element(s) and describe the
pseudonymisation technique(s) that we
are proposing to use.

None identified.

Pseudonymisation is a process of
removing identifiers within a data set to
avoid identifying an individual such that
individual cannot be identified without
additional information kept separately
from the source data.

(Vi)

PROTECTION OF DATA SUBJECTS’ RIGHTS

48

. How will data subjects be informed of all
the processing and disclosures
associated with this processing activity?

Each organisation is responsible for ensuring that
their Privacy Notice is up to date and accurate. This
will include:

Please set out how data subjects will be
informed of the proposed processing
activity. Eg. Privacy notice? Information
leaflets?






e The right to be informed

e The right of access

e The right to rectification

e The right to erasure

e The right to restrict processing
e The right to data portability

e The right to object

¢ Rights in relation to automated decision making
and profiling.

49,

How will it be possible to provide a copy
of the personal data processed about a
particular individual to them (redacted as
necessary) should they request access to
this information?

Each organisation has a Subject Access Request
procedure that ensures an individual’s right of
access can be maintained. This includes redactions
before disclosure where appropriate.

This question is asking how the proposed
system will be able to provide personal
data about an individual in the event a
Subject Access Request is made.

50.

What processes will be put in place to
ensure that other data subjects’ rights
can be appropriately applied to the
personal data if necessary?

Each organisation has procedures in place to ensure
individual’s rights are upheld. For example, the
Caldicott Guardian and DPO approve any erasures.

Please identify any processes which can
be put in place to respond to any
individual exercise of their rights under
GDPR. For example, if processing is
undertaken on the legal basis of consent,
how would the data be erased or removed
from systems if requested?

Other data subject rights to be considered
include:

Right to rectification
Right to erasure (‘right to be
forgotten’)

e Right to restriction of processing






e  Notification obligation regarding
rectification or erasure of personal
data or restriction of processing
Right to data portability
Right to object

e  Right not to be subject to a decision
based solely on automated
processing, including profiling

51.

Do the systems in place support data
subject rights or choices to opt out/not to
participate?

The National Data Opt-Out is not applicable as the
purpose is for direct care.

The national data opt-out programme may
be applicable to the proposed processing.
Does the personal data permit review by
Informatics to identify any patients who
may have opted out?

52.

What procedures can be put in place for
the rectifying, blocking, erasure and
destruction of the data following a court
order?

Each organisation has procedures in place to ensure
data be easily accessed and managed separately in
the event any of the data set is made subject to a
court order.

Can the data be easily accessed and
managed separately in the event any of
the data set is made subject to a court
order?

53.

54.
55.

Are any international transfers of data
envisaged, either by the processor /
controller and any sub-processor with
whom they have arrangements? If so, to
where?

Are data subjects aware of this?

How is the data transfer made lawful by
reference to Article 45-47 GDPR?

There are no international data transfers.

N/A

N/A

Data transfers outside the EEA need to be
subject to additional safeguards as the
processing of the data will be outside the
scope and protection of the GDPR. If data
transfer outside the EEA is envisaged,
please contact |G for further advice.

(Vi)

RISKS TO DATA SUBJECTS, MITIGATIONS AND MANAGEMENT OF RISK

What are the identified risks of the processing? Please complete the risk register template attached as Appendix A.

(1X)
GDPR)

INVOLVEMENT OF INTERESTED PARTIES WHEN UNDERTAKING THIS ASSESSMENT (Article 35(9) GDPR, Article 36






56.

Would it be appropriate to seek the
views of data subjects or their
representatives on the proposed
proposing? If Yes, how will this be
done? If No, why not?

No. This would involve a disproportionate amount of
effort to contact each individual.

If there is large scale processing of sensitive
patient data, it may be appropriate to seek
views of data subjects.

57.

Has the Trust’s Caldicott Guardian
and/or SIRO been involved in this
assessment?

The Caldicott Guardian will be involved as part of the
sign-off process.

58. Has the Information Commissioner No.
been consulted about the project?
59. Have any other parties been involved in | No.

undertaking this assessment?






(X) OVERALL ASSESSMENT OF RISK FROM THIS PROJECT

60. Overall conclusions around the risks,

benefits and any other impacts on
data subjects from this processing
activity

To be completed by Data Protection Officer

This DPIA has been thoroughly reviewed by Deputy Head of IG
and an ISAQ has been reviewed by the Information Security
Specialist (ISS).

There are no notable risks associated to the processing that is
being undertaken. This is with regard to the nature, scope,
context and purposes of the processing. Therefore the DPO
risk-based advice is that the processing can proceed.

Michael Morgan-Bullock

Data Protection Officer

To be completed by Data
Protection Officer

11 May 2023
61. Confirmation that, in light of the risks

and notwithstanding any mitigations Details Date

put in place, it is appropriate to

continue to proceed to process the Michael Morgan-Bullock 11 May 2023

data in question , ‘

[Data Protection Officer]

11 May 2023

Doug Simkiss €
[Caldicott Guardian (if necessary)] C}ékw






Appendix A: Information Risk Matrix

x5

Information Risk
Assessment 2023032





APPENDIX B.
Document history:

Version |Author |Summary of change Date
number
0.1 Rob Neill 01/12/2022
0.2 Rob Neill | Updates from BCHC, Apollo and System C 13/12/2022
‘F’ — Update and include example words to go into Privacy Notices
‘9’ and ‘13’ — Apollo/System C to provide more details about the restrictions that can be applied to the
extracts and how the security arrangements work
‘20’ — Apollo/System C to send through list of data items and comments
‘28" — Apollo/System C — send details about relationship between data controller / processor / sub
processors etc
0.3 Rob Neill | Completed information risk assessment 28/03/2023
0.4 Rob Neill | Updates from NHS Black Country ICB (includes their IG Manager) 10/05/2023
e Section C. — Addition of Data Processors — Magentus, Midlands Partnership NHS Foundation Trust,
South Warwickshire NHS Foundation Trust
e Section 5. And 10. — After initial bulk extraction, addition of the option to use an alternative secure
storage location approved by the GP rather than limiting it to just the Practice itself. IM1 data can be
stored in a secure external site (usually Amazon Web Services) provided by Apollo where GP and ICB
have requested this and confirmed that this is the most secure and appropriate method for managing the
IM1 extract
e Section 10 and 14. — clarification that the data shared with CHIS by the GP is childhood immunisations
and 6-week development checks
e Section 28. — clarification that Birmingham Community Healthcare NHS Trust is Data Controller in
respect of data held within CHIS.
0.5 Rob Neill | Further minor updates from the NHS Black Country ICB IG Manager 11/05/2023
e Change NHSD to NHSE
e Minor typos
e Section 14 — clarification that GP data extract agreements have been prepared. Also that they will be
shared accordingly, for example via the Information Sharing Gateway (ISG)
e Section 28 - *Note added to say that the data extraction DPA between the GP and Apollo ‘may’ be
combined with the CHIS specific DPA between the GP, System C and Apollo into a single document






Appendix C: Wellbeing Software Docs
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1. [bookmark: _Toc95484933][bookmark: _Toc350174611]Interface Mechanisms Introduction

In January 2020 the Digital Care Services (DCS) and GP IT Futures Lot 1 Framework replaced GP Systems of Choice (GPSoC). Under DCS, Foundation clinical system suppliers, as Provider suppliers, must provide third party Consumer suppliers with the ability to consume primary care data from their clinical systems if use cases support this and they have satisfied specific assurance criteria. This is achieved via 4 suites of APIs – Patient, Transaction, Bulk and Partner (EMIS only currently).

The functionality offered by each Foundation system provider differs. Work is ongoing to ensure that the standards laid down within the DCS will be met by all Foundation system providers. Technical specifications for the APIs will be made available once the Consumer suppliers application to pair has been assessed for feasibility and accepted by the Provider. These are referred to as the Pairing Integration Pack (PIP).

This document will only provide guidance to those Consumer system suppliers wishing to utilise the IM1 APIs offered under the DCS by the 3 Foundation system providers i.e., EMIS, TPP and Vision. For specific queries regarding the published standards and the Buying Catalogue, please contact gpitfutures@nhs.net or buying.catalogue@nhs.net



[bookmark: _Toc95484934][bookmark: _Hlk95142379]1.1 Patient

This API provides end users (patients or their authorised representatives) with access to functionality as specified by the patient’s GP practice. To set up an account on a consuming system, the user / patient must obtain linkage details from the GP practice. These will be input into the consuming system to enable the account to be successfully linked with their clinical record. If the consuming system uses NHS Login, the consuming system must provide the functionality to allow both linkage scenarios.



The end user can:

View available appointments

Book an appointment

Amend / Cancel an appointment

View their repeat medication

Request a repeat prescription

Amend / Cancel prescription request

View their medical record

Communicate with the practice



[bookmark: _Toc95484935]1.2 Transaction

This API supports products chosen by the practice to be used within or on behalf of the practice. It provides real-time update and retrieval of patient data. A consumer component may need to be installed on the local practice machine to enable interaction with the clinical system client. This may be 1 machine within the practice to act as a gateway or on individual machines for individual use.



This API should provide the following functionality:



Search Patient

Retrieve and Update Patient Demographics

Retrieve Full Medical Record

File data to Patient Record

Retrieve a Consultation Record

Create a new Consultation Record

Add document / attachment to Consultation Record

Retrieve documents from Patient Record

File documents into Patient Record

Retrieve an attachment from the Patient’s medical record.

Retrieve a list of all the attachments residing in the patient’s medical record

Retrieve a list of patients whose registration details have changed

Retrieve the list of Active users from a given org. 

Delete data from a patient’s record

Retrieve appointment slots 

Diary information

Query details of free slots in the appointment book

Extract CSV files





Appointment functionality may only be available via GP Connect. Please refer to the provider supplier PIP for further information.

If the functionality listed is not yet available with the provider supplier you wish to pair with, please advise the IM1 Team who will endeavour to find out when this is due to be delivered.



[bookmark: _Toc95484936][bookmark: _Toc65072035][bookmark: _Hlk95203884]1.3 Bulk

This API provides access to the bulk clinical data held within Provider systems. In addition to patient clinical data, there may be data available re the users of the clinical system. As the data controller, GP Practices must provide consent for this extract to be made available to each consumer and data sharing agreements will be required.



Consumers will specify which data tables they require and will receive a full data extract of these upon initial set up. Daily deltas will be provided from then on. Actions by either the Consumer or Provider may trigger a full extract e.g., adding organisations or columns to tables. Consumers may request a further full extract, but the timing will be at the discretion of the Provider. Consumer Suppliers can request, daily, weekly or monthly extracts. 



Mechanisms for delivery / retrieval of extracts depends upon the provider.



As the data can be up to 24 hours old, this API is not recommended for direct patient care. End users must be made aware that any data presented can be out of date.



The data items extracted by the providers varies. All data items available are listed within the PIP.



[bookmark: _Toc95484937][bookmark: _Hlk95204342]1.4 Partner API

EMIS have made their Partner API available to Consumers via IM1commercial model. This is similar to their Transaction API but the functionality available is different. This is only applicable with the EMIS Web GP module and to practices based within England. EMIS Community module is not available via IM1at this moment in time.



This API should provide the following functionality: 



· A single patient demographic and medical record



· A list of patients (e.g for finding or searching for patients)



· A list of patients with appointments booked



· A list if patients to update and age/ sex register output



· Organisation information (information about the organisation or users)



· A list of patient registration details for patients that have changed since the last query



· Appointment and appointment configuration information



· Retrieve documents from Patient Record

· File documents into Patient Record

· Retrieve an attachment from the Patient’s medical record.

· Retrieve a list of all the attachments residing in the patient’s medical record



The information is made available via a set of COM interfaces. Further details around the capabilities of the API’s can be found in the Principal Supplier’s PIP document. 



[bookmark: _Toc95484938][bookmark: _Hlk95204463]2. Integration Application Process

To begin the onboarding process all Suppliers must complete a webform which includes mandatory pre-requisites which must be met to progress to stage 1 of the process. A link to the online webform will be sent by the IM1 team on initial contact by the Supplier. Once complete You will need to complete a Supplier Conformance Assessment List (SCAL). This application will be assessed for feasibility against the Provider suppliers' APIs you wish to pair with. If accepted, you will be asked to sign a Model Interface Licence per Provider. This governs the usage of the APIs and details Provider and Consumer responsibilities.

Access will then be granted to Provider Integration Packs (technical specifications) and test environments.



[bookmark: _Hlk48641309][bookmark: _Hlk95227081][bookmark: _Toc95484939][bookmark: _Hlk95226983]2.1 Supplier Conformance Assessment List

SCALs are to be completed in 2 stages. Stage 1 is the initial application. The information you include at this stage determines if your application can progress. The following 3 tabs must be completed for Stage 1.



Supplier & Product Info 

In addition to company and product details, you will be expected to provide information as to where the product will be utilised and which APIs you require. The Service Details and Service Functionality sections will provide all stakeholders with an overview of your product. Please be specific when detailing how your functionality will behave pre and post integration.



IG, Security & Clinical Safety

The Data Security Protection Toolkit must be completed prior to the go-live of your product. If you cannot complete this section at stage 1 of your application, please advise in the additional comments section. It must be completed prior to the assurance of your product. The toolkit asks you to enter your Organisation Data Service (ODS) code. If you do not have an ODS code, please contact exeter.helpdesk@nhs.net

If data is being shared, please include who to / where the data is being shared to. 

If your product / software is classed as a medical device, please attach a declaration of conformance and the CE Mark. 

Use cases must be provided for the IG and Clinical sections. 







Hazard Log

Hazards should have been identified as part of your product design. Please detail what hazards you feel are applicable to your solution and how these are being mitigated.



Consumer Commercial Declaration

As a Consuming supplier you must declare how you comply with the commercial standards stated within the tab.

The Department of Health and Social Care will provide central funding to support the costs of scaling the number of peer-to-peer interfaces providing information to clinical, communication and care planning systems. It is a condition of provision of funding support to a Consumer that the Consumer supplier system meets certain criteria in respect of their commercial offering and any associated service provision.



[bookmark: _Hlk48660356][bookmark: _Toc95484940]2.2 Design, Build & Test

All stakeholders (Provider suppliers and NHS Digital teams) will have reviewed the Stage 1 SCAL and accepted that they see are no initial barriers for development. Model Interface Licences will have been signed by Provider and Consumer suppliers. 

Consuming suppliers will have access to PIP documents and Unsupported Test Environments (UTE).



During this period of development, Consumer suppliers must reference the PIP documentation to resolve their queries. Only if the answers are not available within the PIP will NHS Digital act upon the Consumer supplier behalf and escalate their query to the Provider. 



The Consumer supplier should add detail to their SCAL during this period, including exactly which calls they wish to utilise in the API. Certain questions can only be answered when the Consumer supplier passes through to the assurance stage and in conjunction with the Provider supplier.



[bookmark: _Toc95484941]2.3 Assurance

Once the Consumer supplier is confident that their solution is compatible with the Foundation system, they can request to move into a Supported Test Environment (STE). This request must be sent directly to the Provider, copying in IM1 and be accompanied by the completed SCAL (with the exception of Provider agreed actions). Once in the STE, Provider suppliers will liaise directly with Consumers to clarify any final queries prior to witness testing. 

NB: STE may not necessarily involve a change of environment, but a change of process.



The Consumer supplier will demonstrate their solution to the Provider supplier and carry out a number of tests as requested by them. Besides the front-end functionality, Providers will expect to see how transactions are identified and audited. Tests are product dependant and there is no exhaustive list of tests.



The Provider supplier will inform NHS Digital if they are satisfied with the Consumer solution and provide written confirmation. This will be embedded into the completed SCAL and passed to the NHS Digital Solutions Assurance for final review and acceptance by NHS Digital. Stakeholders involved at the beginning of the process e.g., Clinical Safety may also ask to review this iteration of the SCAL. 



On NHS Digital acceptance, NHS Digital will issue a Recommendation To Connect Notice (RTCN) to the Provider supplier. 



The Provider supplier will issue a Plan to Connect within 5 working days, outlining the steps for roll-out.



The Model Interface Licence will be updated with all evidence / documentation completed during the assurance period and include a projected go-live date. The Provider and Consumer will work together to achieve this.



NHS Digital will request that nhs,uk sites are updated to include patient facing solutions and the NHS Digital IM1 page will include a list of all live pairings.









[bookmark: _Toc95484942]3. Further Information

		Team 

		Email Address 



		IM1 Team 

		IM1.team@nhs.net 



		GPIT Futures 

		gpitfutures@nhs.net 



		GPIT Futures – Buying Catalogue 

		buying.catalogue@nhs.net 



		SNOMED 

		snomedprimarycare@nhs.net



		GP Connect 

		gpconnect@nhs.net 





		NHS App 

		app.onboarding@nhs.net



		Apps and Wearables 

		m.health@nhs.net



		NHS Login (Citizen ID) 

		engage.nhslogin@nhs.net 
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